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Several pieces of outgoing mail were stolen from a title company. 
The office personnel might have never known the mail was missing, 
except the mail contained checks. The payees and the principals, for 
whom the payments were made, notified our offices the checks were 
never received. 

In one instance the check was payable to a home warranty company 
and the home purchaser was attempting to call for service. The home 
warranty company refused to honor their contract because they never 
received payment. In another instance the stolen check was payable 
to the taxing authority. The taxing authority was attempting to penalize 
a seller for non-payment. And in a third instance the stolen check was 
for repairs to the property in the thousands of dollars and the repair 
company never received its money. Read “OUTGOING mail” to discover 
how escrow checks have become the target of theft as they leave the 
escrow office – never being delivered to the intended destination. 

Do not be pillaged by “TONER pirates.” It is an age-old game that has 

occurred in our industry for more than twenty-five years. An outside 
vendor sends an invoice for toner replacement, hoping to coax some 
employee into signing for delivery, when in fact they are not even an 
approved vendor. Argggh! Be sure to read the story to avoid being taken 
by these scallywags.

Another scam perpetrated on businesses just like ours is a telephone 
maintenance scam, where the telephone maintenance company sends 
an invoice for renewal of annual maintenance as if they have provided 
a service to the business. The invoice is really a solicitation for future 
maintenance service. Read “RENEWAL notice scam!” to discover how to 
protect the company from paying fake telephone maintenance invoices.

This edition includes the 8th nightmare story in a yearlong series 
intended to convince settlement agents they should not complete 
federal tax forms (except for the 1099-S and Form W-9) in connection 
with any real estate transaction. Not only do we provide the nightmare 
story to convince settlement agents NOT to complete the forms, but 
we also provide REAL solutions put into place by Fidelity’s awesome 
Tampa, Fla. operation.
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An escrow settlement and title company issued checks at closing for a home warranty policy in 
the amount of $550 and the franchise tax board for state withholding in the amount of $5,833. 
Another branch office issued a check for termite work in the amount of $2,115 on a separate closing. 

Weeks later both offices received calls looking for the payments. The checks were sent regular mail, 
except the check to the franchise tax board which was sent certified mail. None of the checks arrived at 
their intended destinations.

The escrow officers at their respective branches contacted the accounting center to void the lost checks, 
so they could be reissued. They were shocked to discover all three checks had actually cleared the bank. 
The accounting manager requested copies of cashed items to prove to the home warranty company, 
franchise tax board and termite company, that they had received payment in full.  

The manager accessed a copy of the home warranty check online. The payee name on the check had 
been changed to an individual’s name; the check had been endorsed and cashed! Next she pulled a 
copy of the check to the franchise tax board. The payee name had been changed to another individual’s 
name and the check had been endorsed and cashed. She accessed a copy of the termite company’s 
check and discovered the payee 
name had been changed to yet 
another individual’s name. It too 
was endorsed and cashed!  

The accounting center manager 
informed the escrow officers that 
they could not void and reissue 
the lost checks, since the checks 
were not lost – they were stolen. 
The manager then reported the 
three incidents to the bank. It 
opened fraud claims and began 
investigating the cashed items.  

In the meantime, the bank informed the accounting manager the Positive Pay security features on the 
account only included a positive match of the check number and check amount, not the payee name. 

The office delivers an electronic file containing the check numbers and amounts of each check 
disbursement created in their system every business banking day. Any check presented to the bank for 
payment must match by check number and amount in order for the check to pay at the bank. 

The accounting manager quickly added Payee Positive Pay to the attributes checked by the banking 
system, before a check can be paid to prohibit any further incidents like the three they just experienced. 
Now the electronic file contains the check number, check amount and check payee name. Then the 
accounting manager filed losses for $500, $5,833 and $2,115 to replace the funds in the trust account, 
so the checks could be reissued.

After reissuing the checks, the offices started their own investigation to see how the checks could have 
ended up in the hands of fraudsters. Both offices take extraordinary measures to ensure their mail is 
delivered to the post office via special messenger service every day. They have not yet discovered how 
the checks were stolen during delivery to their intended destination, but for now they know if they are 
stolen again and altered, they cannot be cashed at the bank.

MORAL OF THE STORY

Since we now know that outgoing mail is a target of theft, make sure your office is doing all it can 
to secure the mail that leaves the office.

•	 Make sure an employee or special courier is delivering the mail to a locked box.

•	 The mail should never be overflowing out of the locked mail box where it could be taken from 
the box by anyone other than a postal worker.

•	 Ensure your trust accounts have not only Positive Pay, but Payee Positive Pay to ensure 
stolen, altered checks cannot be cashed.

•	 If a check is stolen and cannot be cashed it will likely be thrown in the trash. Follow up on all 
outstanding checks from the outstanding checks report generated by the escrow production 
system. Checks with a payee name of an insurance company, taxing authority or payoff 
lender deserve immediate attention to ensure the check was received by the intended payee. 
All other outstanding checks should be reviewed, investigated and reissued if they are older 
than 90 days.
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TONER pirates
Recently one of our offices became the target of an old scam 
often referred to as the “toner phoner” scam. Fortunately the 
office recognized the signs and did not authorize the order, but 
this incident serves as a good reminder for all of us.

The Fidelity National Title office in Arroyo Grande, Calif. was called 
by a woman named Lori. She claimed to be from a well known 
supply center calling to inform the office the price of their toner was 
going up by $60 from $439 to $499 and they should order toner 
now before the increase takes effect. 

Shortly after that, another call was received where they asked for 
the office’s fax number and shipping address. They faxed over a 
completed Order Confirmation (see right).

Rhonda Bowen, Fidelity’s receptionist, received the Order 
Confirmation and rather than sign it, she called their 
representative at the supply center to confirm the increase. Turns 
out Rhonda’s instincts were right. No one from the supply center 
had called the office. 

Instead a telemarketer had called trying to obtain approval from the 
office to send toner. Being persistent, they called back about an 
hour after they faxed over the Order Confirmation looking for the 
signed form. Needless to say, no one signed it or faxed it back. 

MORAL OF THE STORY

Be sure you know who your toner supplier is. Telemarketers 
have perpetrated this scam on offices for years. If you 
receive a call similar to this one do not be afraid to verify the 
information just like Rhonda did. 

We have teams of people dedicated to obtaining the most 
competitive prices and best products for our offices. Be 
sure to use approved vendors as listed on the FNF Corporate 
Purchasing site which have been vetted not only for price but 
also quality of their products and services.

Fraudsters come at us from all directions. One of our offices in 
Newport Beach, Calif. received a fax invoice.

The invoice was remitted to the Accounts Payable (AP) department 
for payment. The AP clerk did not recognize the payee and 
forwarded the invoice on to her supervisor for review. Her 
manager confirmed her suspicions. The company does not utilize 
the services of the soliciting company to maintain its telephone 
numbers. Her supervisor pointed out the fine print at the bottom of 
the invoice which states:

“THIS IS A SOLICITATION. YOU ARE UNDER NO 
OBLIGATION TO PAY THE AMOUNT STATED ABOVE 
UNLESS YOU ACCEPT THIS OFFER. By remitting payment 
you are accepting this offer.”

A quick search of this company on the intranet reveals they regularly 
send these invoices to unsuspecting companies in an attempt to 
collect payment and bind them to their services. As a matter of fact, 
if you try to call the "customer service" number on the notice it rings 
once, then clicks over to a busy tone.  

It is important to carefully review any invoices received for 
legitimacy. Fortunately this bill was carefully scrutinized, rather than 
paid to a company not providing any services to our company.

RENEWAL notice scam!



www.fnf.com

At an escrow office across town, the closer decided it was her 
responsibility to complete the IRS Forms 8288 and 8288-A (copies 
A, B and C) rather than trouble the buyer to complete them. The 
buyers were a husband and wife. 

The closer listed both their names on the 8288 as the transferee 
and then completed two sets of the Form 8288-A – one set in the 
husband’s name and one set in the wife’s name. She completed 
their taxpayer identification numbers on each form. The closer 
thought she was doing a really thorough job! 

The transaction closed in April 2013 and the payment was remitted 
timely. In October 2013 the wife received a penalty notice from the 
IRS for the full amount of the withholding shown on her form  
8288-A plus penalties and interest, for non-payment and late 
payment. The penalty notice exceeded $50,000.  

When the IRS received the payment, they applied the full amount to 
the husband’s taxpayer identification number and showed the wife 
still owed the amount shown on her form. You see, there should 
ALWAYS be only one withholding agent, NEVER two. Keep in mind, 
the closer completed the IRS forms as a “courtesy” trying to provide 
good customer service.  

Needless to say, the wife was not happy when she received the 
penalty notice. It took months to get the issue resolved on her 
behalf. This is just one of many reasons why the buyer needs to be 
responsible for obtaining their own tax advice and for completing 
their own forms.

Learn From Others
Due to their geographic location, Fidelity’s Tampa, Fla. office 
handles an inordinate amount of sale transactions involving foreign 

sellers. As a result of the horrible experiences they have had 
processing FIRPTA withholding, they sought out a Certified Public 
Accountant (CPA) who specializes in FIRPTA withholding. Then, 
they put the following procedures in place:

1. Once the closer is notified a transaction will involve a 
foreign seller, the closer refers the buyer and seller to the 
Certified Public Accountant (CPA) to discover whether or not 
withholding is due.

2. The CPA reviews the transaction to see if it or the seller 
themselves might be exempt from withholding.

3. If the CPA determines no withholding is due, the buyer signs 
a Waiver of Settlement Agent Responsibility, instructing the 
closer to not deduct any withholding at closing.

4. If it is determined withholding is due, the CPA prepares the 
necessary forms and forwards them to the closer.

5. The buyer and seller provide instructions to the closer to deduct 
the amount of the withholding from the proceeds due the seller 
at closing and send the remittance via overnight delivery at their 
expense, along with the forms provided by the CPA.

The CPA charges around $250 for the services. And as a result of 
this new process the operation has stopped suffering losses – of 
customers and money. In fact, their customers thank them for 
referring them to someone who actually knows the tax law and can 
provide them the competent tax advice.

FIRPTA withholding nightmare #8


